@ The Free Network Foundation



Who am 1?

= Co founder and CTO of FNF

= 10 years of systems/storage/network/security
enginering



History of the FNF

Founded 1n 2011
Built towers for OccupyAustin/Occupy Wall ST

Awarded 10k innovation award at ContactCON

Raised 3k more at IndieGoGo Campaign

Covered 1in Ars Technica, BetaBeat,
Time,CNN,FastCompany



Who/what is the FNF?

ho 1s behind the FNF?

=

=

here 1s funding coming from?
hat 1s the FNF?
= Vision

What 1s the FNF doing to realize that vision?

=



What are the components to the
FreeNetwork?

» FreedomBox/FreedomNode

» FreedomTower/FreedomTunnel

» FreedomLink/FreedomWAN




FreedomBox

= Developed by the FreedomBox Foundation

= ’Local cloud”



FreedomNode

Allow any system to participate in the FreeNetwork

Low priced (less then $50.00)
OpenWRT based

Credit card sized hardware
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FreedomTower

= Provide localized networks

= $2500.00

= Solar powered

= 100.00 per month back haul cost (50mbps
down/10mbps up)

= 2 mile radius confirmed coverage

= Several hundred user capacity
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FreedomTower

Instructions for Configuration
and Assembly
Bill of Materials:

* A guiat power generator such as he Honda ELDODI ($800 )
* A UPS such as the APC BETS0G ($100 )

it/ famzndo/dicbOm

* A nethop such as the Lenovo ideaCantre (5200 )

it famzno/gs v

* An B-povt network switch ($15)

* Thwee USB->Elhemel adapters ($30 x3)

* Two 4G madems such as the Clear Sedes M ($8500 for
each modem, $45.00 for first month for sach, $3000
activation fee lolal ($320.00 total) [Procune from Clear siore
50 no conlract required]

* Thee Ubiguli NSM23s ($80 x3 = $240)

it/ Moty ooV

* Three Ubiquili NSMS Locos ($50 %3 = $150)

it/ Mokl /oETTIOF or hitpe oy /nRkSFE

* Enclosure for UPS, computer, rouler, modenms, and radio
power injeclors (§115)

o/ W Jelsurepro.comProd PLISIOMF himiT&&

* EMT Condull mast (9) $1200

* Twa lenHinch sections of 2x10" board $10

" Five power spithers

* 50" red CATS

* 25" black CATE

* Velcro, Zipties ($20)

The heact of the FreedomTower is 2 neliop compuler
funing plsense, a variant of openbsd, ihat makes & easy
I dho retwork administration. We Used the Lenove Q150
i U bulid, but ian into problems when We dscovered
that Ihe south bridge of the O50's chipsel is nol
supporied by openBSD. You may wish lo proceed a5 we
have, by wirking around the problerm Using USB I
Ethemet adaplers, or you may wish lo explore semative
neliog hacchware. T you do the lalter, please bet Us know
how R goes.

1 Modem

Wi recommend that You procune the: wiman mocems for your
Tower hrough a corporate account with Clear. There is no
price difierence, and | wil give you acoess 1o second level
support, should the reed arse,

To configure your maching ko look for an address via DHCP on
your wired inbevface. Plug directly Inflo each modenn in .

Access the web adminislration inlerface of the modem by
navigating ko B2 B8.151 - he password s set by defaull Io
CLEARTZ3, but may sill be the OEM defaull of molomia. Once
you're In, you should change the password, and recond the:
WANP address of the modem.

¥ you're Using bwo of mone modems | will be necessary Lo
change the DHCP sellings 50 Ihal each moderm has a difierenl
address. Leave one modem as BR2B8151 and number
addlinal modems by Reraling the third oclet B2 168961
B2EAT1dc

2 Server

Hook up your netiop to a monlior and Keyboard, You wil
need a ve image of pisense. You should use the stible

refease of version 2 Before you proceed, connect the box lo
al any WAN conneclions, and o the nelwork swilch. install

pesense on the box, configuring I 1o accepl an addvess via
DHCP on al WAN conneclions, and Lo serve addresses via
DHCP o the LAMN.

Once this s done, you'l wanl 1o reconfigure the LAN seltings
ko expand the subnel Wi recommend using 258100
Bvough S2168.254254 Then configure DHCP ko hand out
that range of addresses,

The next slep bs b sat up load balancing sgatnst the WAN

connictions. This bs done by creating 2 gateway group, and
fraking a frewall rule bo route ol lan traffic to that galewray.

_>

The Free Network Foundation is 2
nonprofit organization that builds
tools and advocates for communi-
lies to become their own coopera-
lively run, locally owned internet
service providers. Learn more
about how o gel involved at

www freenetworkfoundationorg




3. Radios

Flash the devices with the proper firmwane. You'l need (o do
for all 5ix radios. We Bre USing & version of Ubigulls AFOS
hal's been patched o support OLSR routing, You'l also need
I have TFTP installed on your maching I & widkely svalabls
via your fravorile packege manager, The firmware can be
houng heve: LINK OR SHORTER UAL

Once you've got the Rrmwans on your machin, you'l need o
put & on the rackos. First, you'l configune your machine o
have & static sddvess ks in the D2 BB subnel Any sddress
besides B268120 wil work. Next, talce an unpowerned radho,
and depress the resel bultan Continue lo hold the resst
button, and plug the radio in. Continue holding the resel bution
unitl the: lighits on the radio fiash 3, 2-4, 13, 24 Release the:
reset bulton

The racka i now in TF TP fesh mode, You'l want lo ping
E2ES.120 lo make sive hal you've got & connection o the
racho, Navigate o the directory where you've siored the
Frrrwiane binavy, and Rash I bo the rachn Using the following
COMMands, there i nol tab-io-finksh in TFTP, so you'll heve lo
type everything cul: LMK OR SHORT UAL

Wi he transher has finkshed, you can quil TFTP and reboot
Once back onling, nawvigale to 2168120 in your browser.
You should be presentsd wilh e ubicull web inledacs, The
defaull usermname and password ane vontubnl We recom-
e ehanging the sckmin user navme, and tha hostname. O
rachos are named FNF2-0, FINF2-1, FINF2-2, and FINFS-0,
FNF5-1 and FNF5-2

Once you've changsd hess seltings, you should siso ssh
inio the: machine in onder b0 changs the pessword, using the
eammand passwd,

Al racios should be set o bricge mode, and configured to
obisin an address vie DHCP, The 240 and 5-0 rackos wil be
configured a3 access points, and the 21 2-2 51 and 5-2
rachos wil be configured as sialions. You shoukd siso make
sure that ol rackos are st lo & 200MHz channell widhh, snd
have: ArMax huned off

On the 2-0 and 5-0 machines, you'l st SSDs for the
networks Ous are called The Free Nabwork” and The Fres
Metwork 5GHE', Once you've set the SSDs on the Access:
Points, you'll lock he stalion racios o he MAC sddvess of

Iheir respective APs,

Labed the radios. with
Roke (mesh node 5/24ghe node (),

4. Assembly

Shep One: Enclosure

in order to keep the power supply siabie, E wil be necessary oMl
the botiom gap (Betwean the whesl wells of the case) with the
boards. Epoxy the two boands together. Then expoxy the boands
Io e bottom of the case, being caredul io keep the boards flush
with the bottom. Once cured, attach the power supply on iop
using a couple sirips of Velcro.

Ba caveful ko affixt the velcr such Hhal e ballery compan-
mant of tha UPS can opan The power supply cord exdls al the
bollam right comer of he case. The case canl shul wih a
power covd nbebwien the bass and the Id, 50 use a knlfe lo
carva away the closure lip, wihoul culling Bvough the
woalher seal You should be able bo close the case around the
power covd, and mainksin a waler-dight closure,

Meaxt, you'l mownt tive modems, one (or more) on elher side of
e cose. Use velcro, Be generous. Mount the netiop in the
same way. We mounted ours so that the fan vent is up, which
pits The power bution against the back wal of the case. This
helps avoid accidental power cycles.

Wolcro the swilch, but this lime, mount & ko the lop of the case.
Depending on whal model of switch you have, you may wanl
ko remave the rubber fest b apglying he velcro, as the
ool bec! ko sl out of their fttings.

Mt baskt I lo mount the power over sthernet injectors for the
radios bo Ihe Bd. The ports should Face the lop,

Mow you're ready (o plug the five power spltiers inlo the fve
outhels bbelled ‘sune prolactions and ballery backup”. This b
50 Il the entire rig can run off of baltevies. We use the three
splitbers on the lefl for the power infectors, and the bwo on the
right for the modem:s, rouler, and swilch,

Step Two:Masl
Diell bwo holes 1t and 20 down from the lop of the mast The
ko hole will b for the ethemet cables going 1o the NSM2s, and
the botlom will be for the NSMSLs.

5 inches rom the baltorm, dell bwo 12 holes In a horotzanal
line. Now run 1T seclions of uncrimped ethenmet cabie through
the miasL Catiles thal anter Byough the same hole should exit
Evough the same hake.

Use two red cables and one biack per hole, The black cable
will carry power and data. The red cables will cary only power.
You mighl use sling, and a bent wire hanger 1o make the
process go quicker. Once the cables are through, crimg bolh
Bnds.

Ziplie the radkos o the mast, and plug in he cables. Mount the
masl on the Iipod, and run the cables down around the bripod,
You'l eed lo do the same for the two sthernel bundis as
you did for the power cord.

Phug everything In, and you've gol yoursell 3 FreedomTowed




FreedomTunnel

= Overlay network
= Single Sign On

= One time passwords



FreedomLink

= PfSense based
= BGP/Babel routing protocols
= $2500.00



Bond0 Management Interface Bond1 Front end link
100 MBPS activefactive 100 MBPS active/active

T -

Bond2 HE/KCIX Peering Link
3000 MBPS active/active/active

"y




FreedomWAN (in (near) space)

= Fiber/Satellite just 1sn't cool enough



FreedomNOC

Global NOC
= Primary in KC
= Backup in Dallas
Ticketing (end user support, circuit turn up etc)
Monitoring (towers, paths
= NEVER MONITOR TRAFFIC
Security (anti virus/spam)
Backups
IP management
asset tracking

technician dispatch

GIS






How do I help as a technoligist?

= Goto and
create an account

= Introduce yourself to


http://chili.freenetworkfoundation.org/
mailto:builders@freenetworkfoundation.org

How do I help as an operator (how do
I build this in my neighborhood?)

= Community meetings

= FreedomTower 1nstructions



How do I help as an end user?

= Spread the word



How much does this cost?

It depends?
1 BILLION dollars?
S cities, 1 year, 150k (that includes capex)

Contribute donations at freenetworkfoundation.org
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