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Geschichte der FNF

Gegrundet 201 |

Tower fur Occupy Austin/Occupy Wall ST
bereitgestellt

$ | 0Ok mit ContactCON Award
$3k mit IndieGoGo

ArsTechnica, BetaBeat, Time, CNN, Fast
Compandy



Wer/Was ist die FNF!?

® Vision

® \Was macht die FNF um diese Vision zu
realisieren?



Komponenten fur das
FreeNetwork

® FreedomLink/FreedomWAN



FreedomBox

® “lLocal cloud”



FreedomNode

° Basiertﬁ auf OpenWRT

® Hardware im Kreditkartenformat



3G Router Mode

Travel Router Mode
(AP Mode)

WISP Chient Router Mode

CREDIT CARD
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Freedom lower

® |00€ monatl. Backhaul-Kosten

® | 5 km Radius

e Kapazitat fur einige hundert Benutzer









FreedomTower

Instructions for Configuration
and Assembly

Bill of Materidls:

* A quint power generator such as the Honda ELI000I ($800 )
* A UPS such as the APC BE7S0G ($100 )
hitp//amznlo/dicbOm

* A neltop such as the Lenovo ideaCentre ($300 )
hitpJ//amanio/qs v

* An 8-port network switch ($15)

* Three USB->Elhernel adapters ($30 x3)

* Two 4G modems such as the Clear Series M ($8500 for
each modem, $45.00 for first month for sach, $30.00
activation fee lotal ($32000 total) [Procure from Clear store
$0 no contract required]

* Three Ubiguiti NSM28is ($80 x3 = $240)
hitpJ//oilly/olUiKomV

* Three Ubiguiti NSMS Locos ($50 x3 = $150)

hitp//oitly /oEITGF or hitp//ollly/nRkSFS8

* Enclosure for UPS, computer, rouer, modems, and radio
power injeclors ($115)

hilpJ/www leisurepro com/Prod/PLISIONF Mimi7&&

* EMT Conduit mast (9) $1200

*1Houwr Epoxy

The heart of the FreedomTower is 3 nellop computer
nnning pisense, 3 variant of openbsd, that makes R easy
o do network adminisiration We used the Lenovo Q150
In our bulld, but ran inlo problemns when we discovered
that the south bridge of the QB0's chipsel is nol
supported by openBSD. You may wish lo proceed as we
have, by working around the problem using USS to
Ethemel adaplers, or you may wish lo explore sllemative
nellop hardware. T you do the laller, please lel us know
how R goes.

1 Modem
We recommend that you procure the wimax modems for your
Tower through 3 corporate account with Clear. There Is no

price dlference, and | will give you access 1o second level
support, should the need arise.

To configure your machine (o ook for an address via DHCP on
your wired interface. Phug direclly into each modemn in bumn

Access the web adminisiration inlerface of the modem by
navigating 1o B2168.151 - he password is sel by default 1o
CLEARR3, but may stil be the OEM default of molorola Once
you're in, you should change the password, and record the
WAN P address of the modem

F you're using two or more modems 1 will be necessary o
change the DHCP seltings 50 that each modem has 2 dilierent
address. Leave one modem as D288 5.1 and number
addiional modems by Reraling the third oclet 8288181
B21B8171 elc.

2. Server

Hook up your neliop 1o 3 moniior and keyboard. You will
need 2 ive image of pfsense. You should use the siable

release of version 2 Before you proceed, connect the box 1o
2 any WAN connections, and to the network swilch Install
psense on the box_ configurng I 1o accepl an address v
DHCP on al WAN conneclions, and Lo serve addresses vio
DHCP 1o the LAN

Once this is done, youl wanl 1o reconfigure the LAN sellings
10 expand the subnel We recormmend using 52188100
Fwough 182168254 254 Then configure DHCP 1o hand out
hat range of a0dresses.

The next slep is 1o set up load batancing against the WAN
connections. This is done by crealing 3 gateway group, and
making a firewall rule (o route 2l Ian traffic to that galeway.

_>

The Free Network Foundation is 2
nonprofit organization that builds
tools and advocates for commmuni-
lies to become their own coopera-
lively run, locally owned internet
service providers. Learn more
about how lo get involved at

www freenetworkfoundationorg




3. Radios

Flash the devices with the proper fiermwave. You'll need o do
R for o six radios. We are using @ version of Ubiquiti s ArOS
hat's been paiched 1o support OLSR routing. You'll aiso need
o have TFTP installed on your machine. I is widely avalsble
via your [ravorie package manager. The firmware can be
found here: LINK OR SHORTER URL

Once you've got the firmware on your machine, you'l need lo
put I on the radios. First, you'll configure your machine lo
have 2 sialic address is in the B2158 1x subnel Any address
besides D258 120 wil work. Nexl take an unpowered radio,
and depress the resel bution Continue 1o hold the reset
bution, and plug the radio in Continve holding the reset bution
untll the lighls on the radio flash 13 24, 1.3 2.4 Release the
reset bution

The radko is now in TF TP flesh mode. You'l want to ping
V2158120 lo make sure that you ve got 2 connection o the
radio. Navigate (o the direclory wheve you ve slored the
frmware binery, and Rash I lo the radio using the following
commands, there is nol tab-to-finish in TFTP, 50 youll heve 10
type everything out: LINK OFR SHORT URL

When he lransfer has finished, you can quit TFTP and rebool
Once back oniine, navigale lo V21658120 in your browser.
You should be presenied with the ubiquill web interface. The
defaull usermame and password are vbontubnt. We recom-
mend changing the admin user name, and he hosiname. Owr
radios avre named FNF2.0, FNF2-1 FNF2-2 and FNF5-0,
FNF5-1 and FNF5-2

Once you ve changed these sellings, you shoukd also ssh
inlo the machine In order 1o change the password, using the
command passwd.

Al radios should be set 1o bridge mode, and configured to
oblain an address vis DHCP. The 2-0 and 5-0 radios will be
configured as access points, and the 2122 51and 5-2
radios wil be configured 2s siations. You should aiso make
sure (hat ol radios are sel 10 3 20MiHz channell wickh, and
have ArMax tuned off.

On the 2.0 and 50 machines, you'l set SSDs for the
networks. Ouwrs are called The Free Network” and The Free
Network 5GHz', Once you ve sel the SSDs on the Access
Points, you'll lock the station radios o the MAC address of

hek respeclive APs.

4. Assembly

Step One: Enclosure

In order to keep the power supply siable, & wil be necessary lo
the bottom gap (between the wheel wells of the case) with the
boards. Epoxy the two boards logether. Then expoxy the boards
Io the bottom of the case, baing carelul I keep ihe boards fush
with the boltom. Once cured, attach the power supply on lop
using @ couple sirips of Velcro.

Be carelul lo affix the veicro such that the ballery compant-
ment of the UPS can open The power supply cord exdis ol the
bollom right cormer of the case. The case canl shut wih 2
power cord inbetween the base and the Iid, 0 use a knfe 1o
carve away the closwre ip, wihout cutling through the
waoalher seal You should be able lo close the case around the
power cord, and maintain 3 walerdight closure.

Next, you'l mount the modems, one (or more) on elther side of
he case. Use velcro Be generous. Mount the nellop in the
same way. We mounted ours so that the fan vent is up, which
puts the power button against the back wall of the case. This

helps avoid accidental power cycies.

Velcro the swilch, but this time, mount | 1o the lop of the case.
Depending on whal model of switch you have, you may wanl
1o remove the rubber feel belore applying the velcro, as the
ool tond o siip out of their Rlings.

Next lask is o mount the power over ethemet injeciors for the
radios lo the K. The ports shoukd Face the top.

Now you're ready (o plug the five power spitters inlo the five
outiels bbelled ‘sure prolections and batlery backup'. This is
$0 that the enlire rig can run off of batteries. We use the three
spiters on the lefl for the power injeclors, and the two on the
right for he modems, rouler, and switch,

Step Two: Mast

Dl two holes Tt and 21t down krom the lop of the mast The
top hole will bo for the ethermel cables going Lo the NSM2s, and
the boltom will be for the NSMSLs.

5 inches from he boltom, drlll two ¥2™ holes In @ horolzonal
ine. Now run 1T sections of uncrimped ethemel cable through
he masl Cables hal enter hyough the same hole should exit
Fvough the same hole.

Use two red cables and one biack por hole. The biack cable
will Corry power and data. The red cables will cary only power.
You mighl use siing and 3 bonl wire hanger o make the

process Qo quicker. Once the cables are through, crimp both
onds.

Ziptie the radios 1o the mast, and phug n the cables. Mount the
mast on the Lipod and nx the cables down around the tApod.
You'l need 1o do the same for the two ethermel bundies as
you did for the power cord

Piug everything in and you've gol yourself 3 FreedomTowerd




Freedom lunnel

® Einmalpassworter (One-Time-Passwords)



| |
Bond0 Management Interface Bondl Front end link
100 MBPS active/active 100 MBPS active/active

u

_Bond2 HE/KCIX Peering Link
3000 MBPS active/active/active

1y




FreedomLink







FreedomWAN




FreedomNOC

® |P Management

® Asset Tracking

e GIS



FNF der Film




Wie kann ich als
Techniker helfen?

® Stell dich uns vor:
builders@freenetworkfoundation.org


http://chili.freenetworkfoundation.org
http://chili.freenetworkfoundation.org
http://chili.freenetworkfoundation.org
http://chili.freenetworkfoundation.org

Wie kann ich als
Betreiber helfen?

® Anleitungen fur FreedomTower



Wie kann ich als
Benutzer helfen?




Wi ieviel wird das
kosten?

® Spenden an freenetworkfoundation.org



