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1 Introduction

1.1 Purpose

The purpose of this document is to define and support a command line application called the
tcg_eventlog_tool. The tcg_eventlog_tool was created in order to inspect the Trusted Platform Module
(TPM) Event Log's contents. This command tool supports the PC Client Reference Integrity Manifest
(RIM) Specificationt,?, which specifies the use of the TPM Event Log as a Support RIM type. This tool
can be used to parse and print human readable output, provide hexadecimal events which can be used as
test patterns, and provide details in the case of events failing comparison.

1.2 Background

1.2.1 TPM Event Log

The TPM Event Log is defined in the TCG PC Client Platform Firmware Profile® which is referred to as
the "PFP". The Event Log file contains all the hashes that get extended into the TPM Platform
Configuration Registers (PCR) during the boot cycle, as well as details about each hash and each hash's
corresponding event. One can recreate the resultant PCR values by extending the values within this file, in
which case the TPM PCR list may not be needed.

The project Host Integrity at Runtime and Startup (HIRS) contains a server-side application referred to as
the Attestation Certificate Authority (ACA)*. The ACA uses the Event Log during its validation process if
the firmware option is selected. The Event Log is one of the Support RIM file options for PC Client
systems. This means that the Base RIM (SWID tag) file will have a hash of the Event Log in its payload
for verification purposes. During the HIRS validation process, the Event Log is used to prove two things:

1. Real-time values check: The digest values found within the Event Log are used to calculate a
composite hash, which the ACA compares against the expected composite hash value in the TPM
Quote. Should TPM Quote verification pass, this proves that the ACA has received the correct
Event Log and nothing has been altered in the Event Log since it was created (we already know
the Quote is good based on the signature and nonce). Should TPM Quote verification fail, the
Event Log file is needed to provide details on the individual hashes within each PCR.

2. Reference values check: Each event in the Event Log (supplied by the client) is compared against
the events listed in the RIM (supplied by the OEM) to provide details in the case of events failing
comparison.

1 https://trustedcomputinggroup.org/wp-content/uploads/TCG_PCClientSpecPlat TPM_2p0_1p04 pub.pdf

2 https://trustedcomputinggroup.org/wp-content/uploads/TCG_PCClientSpecPlat TPM_2p0_1p04 pub.pdf

3 https://trustedcomputinggroup.org/wp-content/uploads/TCG_PCClientSpecPlat TPM_2p0_1p04 pub.pdf

4 https://trustedcomputinggroup.org/wp-content/uploads/TCG_PCClientSpecPlat TPM_2p0_1p04 pub.pdf
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1.2.2 UEFI Boot Process

During the boot process of a device, UEFI records hashes of firmware components and/or events to the
Trusted Platform Module (TPM) PCRs®. Hashes normally capture firmware images, firmware
configuration, expansion component firmware images, expansion component firmware configurations,
and the bootloader. TPM-aware bootloaders can continue logging hashes to describe the kernel, initial file
system, and any modules. Kernels, applications, and drivers can also log runtime hashes to the TPM.

Hashes are stored in the TPM’s Platform Configuration Registers (PCRS) in accordance with Figure 1.
Most TPMs have 24 PCRs per supported hash algorithm. TPM 1.2 supports SHA-1 (24 PCRs). TPM 2.0
supports SHA-1 and SHA-256 at the minimum (48 PCRs minimum). PCR values are computed via a
series of one-way hashes where each measurement hash is appended to the current PCR value, and then
the combination is hashed and becomes the new PCR value (referred to as “extending the PCR”).

UEFI also records measurement hashes, along with information about these hashes, in the TPM Event
Log. The TPM Event Log is an audit log that can be used for verification later, after the system boots.
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Fig. 1. The interaction of Secure Boot and TPM with UEFI boot phases.®

5 https://trustedcomputinggroup.org/wp-content/uploads/TCG_PCClientSpecPlat TPM_2p0 1p04 pub.pdf
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2 Installing the Event Log Tool

2.1 Installation
Installation instructions for the Event Log Tool are located in the tcg_eventlog_tool README:

> https://github.com/nsacyber/HIRS/blob/main/tools/tcg_eventlog_tool/README.md

2.2 Event Log Location
The default location for the TPM Event Log (Linux) is:

> [sys/kernel/security/tpmO/ with a default name of "binary_bios_measurements"
The default location for the TPM Event Log (Windows) is:
» C:\Windows\Logs\MeasuredBoot\

3 Using the Event Log Tool — Linux

The tcg_eventlog_tool RPM will create a command line shortcut. This can be invoked from a command
line by using:

elt -h

Invoking this command will bring up a Help page, which lists out the Event Log Tool’s many uses and
functions.

3.1 Parameters

-f: --file

Use a specific Event Log file. The following parameter MUST be a path and file name.
The local Event Log file will be used if this option is not present.

Note: Access to the local Event Log may require admin privileges.

-e: --event
Display event descriptions (including event content) in human readable form.

The following optional parameter is a single event number used to filter the output. All events will be
displayed if the optional parameter is not provided.

-ec: --contenthex
Displays event content in eventhex format when -event is used.

-ex: --eventhex
Displays event in hex format when -event is used.

-d: --diff
Compares two TPM Event Logs and outputs a list of events of the second log that differed.

-0: --output
Output to a file. The following parameter MUST be a relative path and file name.



-p: --pcr
Output expected PCR value calculated from the TCG Log (for PCR Replay).

The following parameter MAY be a PCR number used to specify a single PCR.
No following parameters will display all PCRs.

-V: --version
Parser version.

-X: --hex

Displays an event in hex format. Use with -ec to get content.
Use -e -ec and -ex options to filter output.

All output will be human readable form if not present.

3.2 Event Log Structure
The format of the event log files is as follows:

pcrindex: The PCR Register number, typically shown in documentation as PCR[0], where 0 is the
pcrindex.

eventType: An enumerated type found in Tabe 27 of the PFP. The PFP uses upper case labels to
reference the events (e.g. event type 0x00000007 is labeled EV_S CRTM_CONTENTYS).

digests: This is a hash value (SHAL, SHA256 or SHA384 depending upon the log type). This may be a
hash of firmware, a file, or the event itself. The coverage of the digest is dictated by Table 27 of the PFP.
eventSize: The size (in bytes) of the event data.

event: The event data as described by Table 27 of PFP.

Note: The Event# is not part of the TPM Event Log but is useful to display for identification purposes.

3.3 Displaying Events

3.3.1 Displaying All Events

In order to display all events within a specified log file, you will need an Event Log file. Typically the
filetype would be a .bin. See Appendix A for links to example test patterns.

Once you have this file, you can input it into this command for results:

elt -f TpmLog.bin -e



tcg_eventlog _tool 1s opening file:TpmLog.bin
Event Log follows the "Crypto Agile" format and has 56 events:

Event# 0: Index PCR[B]
Event Type: ©x3 EV_NO_ACTION
digea‘t (SHA-1): GEEEEEEEEEEEEAEEEAEAEAEAEAEAEAEEEEAEEEEEEEEEEAEEA0
Event Content:
Signature = Spec ID Event03 : Log format 1s Crypto Agile
Platform Profile Specification wersion = 02.00 using errata version 00

Event# 1: Index PCR[O]
Event Type: 0x8& EV_S_CRTM_VERSION
digest (5HA256): 96a296d224f285c67beed3c30f8a309157fedaa3sdc5ba7e410b78630a009cfe7

Event Content:
oooo

Event# 2: Index PCR[8]
Event Type: 0x820000008 EV_EFI_PLATFORM_FIRMWARE_ELOE
digest (SHA2?56): dbc7fc2d1845dfa3fa7fe661a7a20022798d1bdc55aafaf4bsf2e9fbbeas466h
Event Content:
Platform Firmware Blob Address = 6b207080 length = 851968

Event# 3: Index PCR[0]

Event Type: )00008 EV_EFI_PLATFORM_FIRMWARE BLOB

digest (S5HA256): 60cce9bd7cc2196e9cd05853beda564a0c8cdaecl241178981aefanded2f20ct
Event Content:

3.3.2 Displaying Only One Event
If you would like to display only one event from an Event Log, you can use:

elt -f TpmLog.bin -e 1
For this example, Event #1 was used.
cg_eventlog_tool 1s opening file:TpmLog.bin

vent Log follows the "Crypto Agile" format and has 56 events:

vent# 1: Index PCR[B]

vent Type: 0x8 EV_S_CRTM_VERSION
digest (SHA256): 96a296d224f285c67bee93c3018a309157f0daa3sdc5b872410b78630a09cfcT
vent Content:

slele]e]

3.4 Outputting Event Log Information to a File
If you would like to output information from the tcg_eventlog_tool to an external file for use later, you
can use the -0 option as below:

elt -f TpmLog.bin -p 0 -0 example.txt



In this case, the query information about the TpmLog.bin file was saved to a new text file named
example.txt.

Using cat example.txt shows that the information queried above from elt -f TpmLog.bin -p 0 was
saved to the example.txt file that was created:

tcg_eventlog tool 1s opening file:TpmLog.bin
Expected Platform Configuration Register (PCR) values derived from the Event Log:

pcr 0 = 5ef6c69a589a96b5adefaf9e960eb341e6T68a8239df66be34e5e991ddded7as




3.5 Displaying Information in Hex Format

3.5.1 Displaying An Event in Hex Format
If you would like to display an event from the tcg_eventlog_tool in a hex format, you can use the —x
option like this:

elt -f TomLog.bin -e 1 -x

In this example, Event #1 is transcribed into hex format:

Elelalelalelele b el el el letutelonelsnelstelslulsqulatelatelate el I e el utal el el et telsnelsnelalelslelsqulaqelale ol ol ot I sRal s Tal Tal Te]

00200000000000000000000000000EE0000EEE0000OEORO000EEED00EEE00000OEE0000EEE000

3.5.2 Displaying An Event in Hex Format With Additional Context

If you would like to display an event in hex format with additional context but no content information,
you can use the -ex option like this:

elt -f TpmLog.bin -e 1 -ex
In this example, Event #1 is transcribed into hex format:

tcg_eventlog tool 1s opening file:TpmLog.bin
Event Log follows the "Crypto Agile" format and has 56 events:

Event# 1: Index PCR[0]
Event Type: 0x8 EV_S_CRTM VERSION

digest (SHA256): 96a296d224f285c¢67bee93c30f8a309157f0daa35dc5b87e410b78630a09cfc7
Event Content:

Le]ee]

Event (Hex no Content) (78 bytes): £000P00E08000000000A00ER00E00EA00OA00OA00ER0OE000
GLelelellelelelleleleleleleleleleleleleleleLe e [eleLelelelelepdele e Te e LT Tele el Tele el Te el e e el Te e T [eleTeTe TeleTeTe el e e eTeTe Te e e Tel LT [e]e
0000EA00EA0OBR00BR00BR0

3.5.3 Displaying Event Content in Hex Format With Additional Context

If you would like to display an event with content information in hex format with additional context, you
can use the -ec option like this:

elt -f TomLog.bin -e 1 -ec

In this example, Event #1 and its content have been transcribed into hex format:



tcg_eventlog _tool 1s opening file:TpmLog.bin

Event Log follows the "Crypto Agile" format and has 56 events:

Event# 1: Index PCR[O]

Event Type: 0x8 EV_S_CRTM_VERSION

digest (S5HA256): 96a296d224f285c67bee93c30782309157f0daa35dc5h87e410b78630a09cfc7
Event Content:

S1E]e]]

Event content (Hex) (2 bytes): 0008

3.6 Displaying Expected PCR Values
If you would like to view all expected PCR Values of an Event Log, you can use the -p option as below:

elt -f TpmLog.bin -p

cg_eventlog_tool 1s opening file:TpmLog.bin
xpected Platform Configuration Register (PCR) values derived from the Event Log:

5ef6c69a589a96b5ade6an9e960eb341e6T68a8239df66be34e5e991ddde97a8
Bf16d93Tefcbe7114fd9fefebld98a0802b184b6077T0527526%9aa%0ebbBa993
066ebobh55e5b656T81c08ed1b2107cdeas7401321382d07a0eade7dd14addee
3d458cfe55cch3ealf443f1562beec8df51c75e14a9Fcf9a7234213119827969
pcr €919e77702cb066016b575c008659ba7d758bobac3fod :8e1770699823d1
pcr 45f6ddesfeb c2f371f2fhd2fo0418152029491102: 39745f6fdleafs
pcr 3d458cfe55cch3ealf443f1562beec8df51c75e14a9fcf9a7234a1311987969
pcr 65caf8ddlefea7af347b635d2b379c93b%9a1351edc2afclecda7ones34eb3068
I R L el e e e e e e L L e e e e le e e e e e e Te e Te e Te e e e e e Te T TeleTe e TeRe e e e Te e e e Te el
pcr 9 = 0000000000000000000000000000000000000000000000000000000000000000
pcr 1€ slelelelelelelelelelele e leTeTeTelele e el el LeTeleTetete Yo le T T L TeTeTeTeTe e e Te Le L T TeTe e e TeRe Te e L LT e Te T e e e e ]
pcr (eleleeleleleleleleleleleleTeTelelelele e leTeleeTeleTeleleRel el e e TeTeTeleTelele e T e e eleleleTe e e eTeT e eTe e ]
pcr 1z sls[eelelelelelele el Lo e eTeTelelele el Lo T T TeTeleRe el e e el el e eTelele e T e e elele s T o e e e e T eleTe cl]
oI i R T e L el e e e e e e L e L e e e e le e le e e e e Te e Te e Te e e e e e e Te e Te e Te e TeRe e e e e e fe e e e Te e e
pcr 14 0PEAORAERRRADRAEOEAEAA0AEA0RAEAEADARE0AAEAADAAA0AAEAEADRA00ARARAD
pcr eleleleleleleleleteleleleleTeTelelele e e le el TeTeleTeleleRe el e T e TeTeTeleTeTele Le LT e Te e e TeTele T T LT e e Te T e e e e ]
pcr 16 (eleleeleleleleleleleleleleTeTelelelele e leTeleeTeleTeleleRel el e e TeTeTeleTelele e T e e eleleleTe e e eTeT e eTe e ]
pcr ettt frrfifes
pcr 18 = ffffffffffffffffffrffffrffffrfrfffererfrffffrfffrfrfrfeferfrfrees
pcr 19 = ffffffffffffffrffffrffrrffrffrfirftrffrrfrrtfrffrferferferfirreees
pcr 2€ ettt frrfifes
pcr ettt frrfifes
pcr ettt frrfifes
sls[elelelelelelelelele Lol elelelelelelele L e el el leteleRel el el el etet e eTelele e Tl e e e eleRele T T e e e e T e eTe o ]

=]

pcr
pcr
pcr
pcr

L ofs L Ra

P Pl ol

End PCR Values




3.7 Comparing Event Log Files

If you would like to compare Event Log files to see where certain events may have failed comparison,
you can use this command:

elt -d TpmLog.bin TPMLog_Altered.bin -p

The two files being compared in this example are TpmLog.bin and TPMLog_Altered.bin.

tcg_eventlog _tool 1s opening file:TpmLog.bin
tcg_eventlog _tool 1s opening file:TPMLog Altered.bin

Event Log TpmLog.bin did NOT match EventLog TPMLog Altered.bin
There were 2 event mismatches:

Event# 6: Index PCR[0]

Event Type: 8x1 EV_POST_CODE

digest (SHA256): b35c7afc52ea5f813320b3f269¢ce2cae3899f718ddc1fa5bc2b19b8f2ec16088
Event Content:

BAD DATA

Event# 25: Index PCR[1]
Event Type: 0x80000002 EV_EFI VARIABLE BOOT
digest (SHA256): 6c362820e63dafBBa221476Tcc2d509041edbadl6e9f040e786%9al1bbads2446a
Event Content:
UEFI Variable Name:BootOrder
UEFI_GUID = 8bed4df61-93ca-11d2-aadd-00e098032b8c : EFI Global variable
UEFI Variable Contents ==
BootOrder = Boot 0804Boot 0003Boot 0ME2Boot 00GGBoot 0AG1Boot 005

As you can see above, the Event Logs had 2 event mismatches. Since a mismatch has occurred, this could
mean that the digest values within the Event Log are not verifiable and may have been tampered with.



Appendix A: Test Patterns

TPM Event Log (TpmLog.bin):
https://github.com/nsacyber/HIRS/blob/main/tools/tcg_rim_tool/src/test/resources/TpmLog.bin

TPM Event Log (TPMLog_Altered.bin):
https://github.com/nsacyber/HIRS/blob/main/tools/tcg rim tool/src/test/resources/TPMLog_Altered.bin
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